Arduino for Ethernet control of relays
Introduction
This project creates relays that can be controlled via a webpage accessed from the public internet. This could be
used to remotely control your heating system when you have been away for a while, without re-programming your
timeswitch, or for other remote control operations.
The instructions list out the required hardware, connections between components, describe the principles of the
code and describe how to set up port forwarding and dynamic domain name service settings to allow the device to
be accessed from the public network. A simple password and session ID system provides some security from
unauthorised access.
Hardware








Arduino (e.g. Nano)
SPI Ethernet board compatible with Ethernet.h, e.g. W5500
Relay module (relays with optoisolation and separate power for relay coils). The module I used has four relays
which are energised when the digital output controlling them is set low.
(optional 128 × 64 pixel OLED display – useful during debugging, at present just displays relay states which are
also shown on the webpage and via LEDs on the relay board)
(optional manual override switch to disable remote communications as a security feature)
Power supply for Arduino and 5V 1A supply for relay coils – I used a regulated 9V 1A DC plugtop power supply to
power the Arduino directly and a LM2596 module to supply the 5V to the relay coils.
(I have also added two pushbuttons and an I2C real-time clock module in my build, but these are not yet used in
code, may eventually be used to facilitate a local setup menu on the OLED, and allow remote setting of on and
off times by date and time).

Wiring
Arduino Nano
A4
A5
D2
D3
D4
D5
D6 to D9
D10 SS
D11 MOSI
D12 MISO
D13 SCK
RST
+5V
GND
VIN

Peripheral
OLED board SDA
OLED board SCL
Pushbutton 1 (not yet used in code)
Pushbutton 2 (not yet used in code)
Relay board VCC (5V power to control circuit, not relay coils)
Override switch (normally open, close to disable remote communications)
Relay board IN1 to IN4
Ethernet board SPI SCS* (slave select)
Ethernet board SPI MOSI (master out slave in)
Ethernet board SPI MISO (master in slave out)
Ethernet board SPI SCLK* (serial clock)
Ethernet board RST (reset)
Ethernet board +5V, Relay board VCC, OLED board VCC
Ethernet board GND, Relay board GND, Override switch, OLED GND
Power (7 to 12V DC)
Relay board JD-VCC to 5V 1A DC supply, remove jumper to VCC as Arduino 5V supply would be
overloaded by the relay coils.

Principles
The Arduino functions as a webserver. If data are sent to its IP address by a client web browser), they can be read in
the Arduino code and used to trigger events. Arduino can also send data back to the client (e.g. an HTML web page).

*

Note non-standard pin names on the Ethernet board.

The HTML can include elements such as form fields, buttons or URLs which will in turn send specific data back to the
Arduino as part of the URL.
Relays are triggered by data received in URLs (generated by the HTML elements on the webform. Current relay
status is shown on the webform and on a local OLED.
There is rudimentary password protection. The password is hard coded on the Arduino. The default webpage
returned by the Arduino only shows a webform with a password field and a button which sends the entered
password to the Arduino. If the password matches, a session ID is generated and a new webpage returned to the
client showing the relay controls. The relay controls include the session ID within the data they will return to the
Arduino. The Arduino only actions the command if the data received includes a valid session ID, otherwise it returns
the login screen. The issued session ID expires after a time, requiring the user to login again. A number of
concurrent session IDs can be active for multiple clients sending commands at a similar time.
The HTML contains JavaScript that redirects the web browser back to the root directory of the webserver after data
have been sent.
The relays will re-open after a time specified in code automatically (i.e. to ensure override of heating timeclock and
thermostats are always time limited).
The override switch, if connected to ground, will disable all Ethernet communications via conditional statements in
the code.
Note: the relays energise when the controlling input is LOW, i.e. opposite to the expected behaviour. So output pin
6 to 9 states have been reversed. The relay board logic circuits (powered from VCC) are powered from output D4
and only energised once all control outputs have been set high to eliminate relay chatter on initial power-up.
Notes on code
Initially communications were unreliable and the probable reason was the omission of the line
Ethernet.init(10); in the example code used as a basis for the sketch. Communications now seem stable.
Password protection is adapted from code in this thread: https://forum.arduino.cc/t/password-protect-my-ethernetweb-server-solved/98909 .
Setting up port forwarding and dynamic domain name system (DDNS) service
Public parameters for my network have been obscured by

for security reasons.

Specify IP and MAC for your device in code
The mac address and IP address, default gateway and subnet mask of the Arduino local area network (LAN) interface
are specified in the sketch. The MAC address is arbitrary; the IP address should be within the range of available local
IP addresses on your LAN.
To determine an appropriate IP address, login your router’s admin interface (normally x.x.x.1 on your local subnet,
copy x.x.x. from any device on your network. The router software should list all connected devices, and the pool
from which addresses are assigned. Examples below are taken from a Vodafone WiFi hub THG3000.

Under Settings > Local Network > DHCPv4 Server Parameters you will see the pool from which local IP addresses are
assigned:

Under Overview you can find the IP address of all connected (and powered on) devices under Network (click the
down arrow then i to display the IP address):

The default gateway can be found under Status and Support > Status > Local Network:

The subnet mask defines available nodes and on a small home network can be set to 255.255.255.0
The code to change is:
byte mac[] = { 0xDE, 0xAD, 0xBE, 0xEF, 0xFE, 0xED };
IPAddress ip(192,168,1, 111);
IPAddress gateway(192,168,1,1);
IPAddress subnet(255,255,255,0);
Define Static Local IP Address
Ensure other connected devices aren’t assigned the IP address you are using for your Arduino device by assigning a
static IP address to the device’s MAC address in your router software. For our example router, the static IP address
assignments are made under Settings > Local Network > Static DHCPv4 - Local Network:

Note the second entry matches the IP and MAC set in the Arduino sketch. To add a new entry, click + .

At this stage, if you connect the Arduino device to your LAN, you should be able to access it by entering the IP address
in a web browser of a device connected to the same LAN. However, you won’t be able to access it from the public
network.
Set up Port Forwarding
The first step in achieving public access is to set up port forwarding. This forwards incoming communications from the
public network to your LAN on a specific port to the device with a specified IP address. On the Vodafone router, the
setting is made under Internet > IPv4 Port Mapping > Static Port Mapping. Click + to add an entry. Set the parameters
as follows:

Service should be set to HTTP (might just be a name for the entry, not sure). Protocol should be TCP. Device can be
left as no specific device, and will populate automatically with the device on the LAN with the matching IP address.
The IP address should match that set up as the static local address. Set Port type to Port. Local and public ports
should be 80 to use the default port for http web communications, if you set a different port you would have to
change the line EthernetServer server(80); in the code to the specified local port, and append the public
port to the IP address after a colon in the web browser, e.g. 192.168.1. 111:80 (I have not tested this). Choosing a
non-standard port number is a crude security precaution to unauthorised access (since port 80 is usually used for
HTTP). Click Save.
Identify Public IP Address of Router
Under Status and Support > Status > Internet > IPv4 Address we find the public IP address of the router:

(it is also shown at the bottom of the Overview screen:

)

If you enter this IP address into a web browser on a public network, you should now be able to access your device.
One further issue is that your router is dynamically assigned the public IP address and it can change over time (after
rebooting the router, after a period of inactivity, or just randomly). One final stage is necessary to achieve reliable
public access. This is to set up a Dynamic Domain Name System (DDNS) service that will track the public IP address of
your router and associate it with a domain name.
Set up Dynamic Domain Name System (DDNS) Service
Free DDNS services are available that allow selection of a restricted range of domain names, or paid services allow a
wider selection of domain names. Some routers have inbuilt support for some DDNS services (integrated Dynamic
DNS provider support). The Vodafone router supports services offered by dyndns.org, no-ip.com, changeip.com,
dyn.com, easydns.com or zoneedit.com. The example uses no-ip.com. The instructions from that provider indicate
that if the router doesn’t have inbuilt support, software will need to be downloaded and installed to manage the
DDNS service, in the case of no-ip the Dynamic Update Client (DUC).
The noip.com lets you sign up for a free account. Choose your domain name and click Sign Up.

You will be asked for an email address. An email will be sent with a link to confirm the signup. You can then log in to
your account on the noip.com website. You will need to add a username and password to your account. Under
Dynamic DNS > No-IP hostnames you can check or add hostnames to your account.

Click Create Hostname to create a new entry, an entry might have been created when you signed up.
Back in the router setup webpage, the DDNS setting is under Internet > DNS & DDNS > DDNS (Dynamic DNS). Enable
DDNS with the slider.

Enter settings to match the noip.com account, then click Apply. After a few seconds, DDNS Status should change to
updated. In the noip.com account dashboard under Dynamic DNS > No-IP hostnames, the IP/Target should now
match the public IP address of your network.
As a final test, if you type the domain name you have set up into a web browser on a public network you should now
have access to your Arduino device.
You can now log out of both the noip and router websites.

